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Background:
Various VPN Protocols

* VPN Client Devices
* PCs: Windows, Mac, 10S, Android, ...
» Routers: Cisco, Juniper, NEC, I1J, ...

VPN Protocols
» SoftEther VPN

L2TP/IPsec
SSTP
OpenVPN

&

L2TPv3/IPsec
EtherIP/IPsec

 System Administrators have to prepare multiple
VPN Servers for each VPN protocol.



Characteristics of VPN Protocols

- L2TP SSTP PPTP | OpenVPN | L2TPv3 | EtherIP So\ttgtlfl‘er
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Ideal All-in-One
VPN Server Program

Ideal All-in-One
VPN Server Program

SSTP /
Server Function
OpenVPN
Server Function

A VPN Server
Computer ~ Such a VPN Server Program

doesn't Exists.

e

SSTP VPN Client
(e.g. Windows)

OpenVPN Client
(e.g. Mac OS X)




A Problem:

There is No Such an Ideal
VPN Server Program.



Existing VPN Server Programs Compatibles

Microsoft
RRAS

Mac OS X
Server

OpenVPN

CiscoIOS

NECIX
Router OS

I SEIL
Router OS




Supporting Multi VPN Protocols
by Single VPN Server Computer

Two VPN Server Programs
Run Together on a Host.

Microsoft RRAS

; SSTP
uting f' Server Function

Between Two

VPN Servers B _
%{ OpenVPN Server

OpenVPN
Server Function

A VPN Server
Computer

SSTP VPN Tunnel ) o ;

OpenVPN Tunnel )

OpenVPN Client
(e.g. Mac OS X)



Supporting Multiple VPN
Protocols by Single VPN Server

* Overhead Problem
 Context Switching Costs
 User-to-Kernel Switching Costs
* Memory Copying Costs

* Management Problem
* User Management Tasks

* Log File Management Tasks
* Inefficient IP Address Polls



Overhead Problem

VPN Tunnel #1 ()
VPN Tunnel #2 ()

VPN Server § Program #1 VPN Server| Program #2

VPN Protocol #1 VPN Protocol #2

User Mode ‘ Overhead

Kernel Mode

tun/tap/ppp\ /ﬂ/tap/ppp
Overhead

IP Router /
Ethernet Bridge

A VPN Server Host PC 10
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VPN Server
Admin

Management Problem

A VPN Server
Computer

@)
[@ SSTP
User A User B User C Server FUﬂCtIOI’]

OpenVPN Server

= OpenVPN
Server Function

User A User B User C
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Log File Problem

N\
E _gj Microsoft RRAS

Log Files
SSTP

OpenVPN Server

A
OpenVPN
Server Server Function

Admin  Log Files
of OpenVPN

A VPN Server
Computer




[P Address Pool Duplication
Problem

Microsoft RRAS

192.168.0.101- IP Pool #1
192.168.0.150 S5STP i
Server Function

OpenVPN Server

OpenVPN
Server Function

192.168.0.151- IP Pool #2
192.168.0.200
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Goal of the Research
| totp | sSTP [ OpenvPN| L2TPv3 | EtherlP | SofttherVPN |

Microsoft
RRAS \/ \/
Mac OS X
v
-

CiscoIOS V4
NECIX
Router OS B

ID SEIL

Router OS

SoftEther
VPN




"SoftEther" means Software Ethernet.

A high-performance VPN server which supports multiple VPN protocols.
OpenVPN L2TP Ether|P MS-SSTP L2TPv3

T L) L)

iPad iPhone

Android Tab auleigelle _
Windows RT Windows Phone  Cisco VPN Routers

/

Mac
(e

Supports various VPN client devices.
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Difficulties of the Research

7/ VPN protocols by one VPN server

* Inter-VPN protocol packet exchange
* Bridges between L2 (Ether) / L3 (IP)

* Management
* User authentication
* Dynamic IP address assignment to VPN clients

* Security
» Security policy / Packet filter
* Packet log
* Isolation
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How to Support 7 VPN Protocols?

SoftEther VPN L2TP/IPsec

OpenVPN (L3) SSTP/IPsec
EtherlP/IPsec OpenVPN (L2)
L2TPv3/IPsec

* Strategy #1
» Separate L2 VPN Ethernet / L3 VPN Router
* Layer-conversions between L2 / L3
Problem: Duplication of Security Implementations, Complicated Codes
« Strategy #2 [adopted]
* Treat all L3 VPN as L2 VPN
o All L3 packets will be descended to L2 Ether frames.

Benefit: Single Security Implementations, Simple Codes
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Design #1

e Ethernet (L2) as Common Bus.
*Virtual Ethernet Switching Hub.

* Layer conversion for IP-
protocols (L2TP, SSTP, O

*Virtual DHCP Client.

nased VPN

nenVPN L3).

18



Design #2

 Kernel-mode
* Difficult to debug
* Lack of portability

* Multiple User-mode Process
* Easy to implement
* Overhead Problem still occurs

» Single User-mode process [adopted]
* Easy to implement
* Reduce overhead
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Virtual Ethernet Switching Hub

Virtual Hub

(Qg
SRS
o> Exchange Frames N
&
<

User 1P G Forwarding User IP Pkt

Database

(FDB)
- -
VPN Server Module #1 VPN Server Module #2
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L3/L2 Transparent Conversion

Virtual Hub

DHCP Server
IP Address Pool @

Other Hosts
on Ethernet

H:HI User IP Pkt
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All-iIn-One VPN Server

Virtual Hub (Software Ethernet Switch) Module

IE!E User IP Pkt

L2-VPN Protocol Module g SUETRTEINEN 3_\/PN Protocol Module

(e.g. SE-VPN, L2TPv3, etc.) (e.g. L2TP, SSTP, etc.) m User IP Pkt
Hiﬂ User IP Pkt

Convert to
Ethernet Frame

User IP Pkt '

A

Decapsulate

VPN Hlﬂ User IP Pkt

| Decapsulate
¢

e — —=

I“I User IP Pkt

N\
l Encapsulate

|
l Encapsulate

é
! iver [user i i |

L2-VPN Client

User IP Pkt

L3-VPN Client
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User Authentication

Virtual Hub

User 'A’
Pass '123'

Configured to @
Use the I
External Radius.
External .
Radius S User 'B
adius Server o o se

User

Authentication SSTP L2TP/IPsec
VRNt Scrver Function § Server Function

(V]
D
wn
0N
o
>
=TS
Y
o

SSTP Client L2TP/IPsec Client w

e.g. Windows) Login as .g. Mac OS X) Login as
( 9 ! ws) User 'A' (eg ac ) User 'B'

Pass '123' Pass '456'

Supports PAP (Password Authentication Protocol) and

MS-CHAPv2 (Microsoft Challenge-Handshake Authentication Protocol ver 2)
via Local User-auth DB and External Radius/Active Directory Server.



Virtual Hub

Packet
Filter
Rules

User
Authentication
Database

Security

SR WSS

> Exchange Frames N

a&

|
-

Packet Logs
to the Disk
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[solation between Virtual Hubs

VPN Server Process

Virtual Hub #1 Virtual Hub #2

) a e [

(4
(4

O—O PUUNL NdA-€1
o—O [pUUN] NdA-Z
O—Q ]pUUNL NdA-€1

—
"
<
o
Z
—
<
3
>
(OF

ap

L2-VPN Client L2-VPN Client
L3-VPN Client L3-VPN Client

VPN Group #1 &> VPN Group #2
Isolated
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Implementation

e SoftEther VPN Server

Current features
* Virtual Ethernet Switching Hub
* Security Policy / Packet Filter Enforcement
* Packet Logging
* Internal and External User-authentication

Language
c C/C++

[Psec Modules based on
 BitVisor IPsec Client (Univ of Tsukuba)
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SoftEther VPN Architecture

Physical
Network Ada pter|i|

SoftEther VPN Server

IP Routing
betwgen Segments

uoISSas
abpug |e207]

Virtual Hub #2

Security Fun

Packet Filter g Virtual
Layer-3

Switch

£\ AN
&> Exchange Frames NS
& @
 x /+ ;
Packet Adapter Packet Adapter PaCkET Log
Lazy Writer

I Usel P Pkt I User P Pkt

@ @

SoftEther VPN Client SoftEther VPN Client
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OS Abstraction Layer

SoftEther VPN Functions
(Cedar Module)
OS
l! Function Calls —Independent
Parts
Library Routines
(Mayaqua Module)
Abstraction Layer
OS

— Dependent
Parts

Kernel Mode

NDIS Virtual NDIS SOL_PACKET
Network Local Bridge Raw Sockets

Adapter Driver Driver
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/ Protocol Modules

SoftEther VPN Server

L2 VPNs

Virtual Hub

SE-VPN L2TP/IPsec SSTP OpenVPN (L3) OpenVPN (L2) L2TPv3/IPsec EtherIP/IPsec
Protocol Module § Protocol Module j Protocol Module § Protocol Module § Protocol Module | Protocol Module | Protocol Module

; i

iPad iPhone

Android Tab Android
Windows RT Windows Phone

Cisco VPN Routers

Windows Mac

Various Types of VPN Clients




Divide 7 VPN Protocols
iInto Sub Modules

 Overlapped Parts of Processing VPN Protocols
« "PPP stack” is used by L2TP and SSTP.
* “IPsec stack” is used by L2TP, L2ZTPv3 and EtherlIP.
* “OpenVPN stack” is used by OpenVPN L2 and L3.
* A portion of "L2TP stack” is used by L2TPv3.

* Divide into Sub Modules

* Minimize Volumes of Codes
« Reduce Bugs

 Connections between Sub Modules

« "Tube": A new fast in-process pipe

« for Single-thread and Multi-thread inter-module
communication.
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Sub Modules

SoftEther VPN Server

A Virtual Hub

=<4

AAAT

SE-VPN
Sub Module

HTTP Parser
Sub Module

SSL
Sub Module

SE-VPN
Listener

!

PPP

/ Sub Module

L2TP
Sub Module

OpenVPN

L2TPv3
Sub Module

EtherIP
Sub Module

Sub Module

IPsec
Sub Module

L2TP/IPsec SSTP OpenVPN (L3) OpenVPN (L2) L2TPv3/1Psec EtherIP/IPsec
Listener Listener Listener Listener Listener Listener

L2 VPNs




“Tube”
(fast lightweight pipe)

Tube for Single Thread
TubeSend() TubeRecv()

Module A
(on Thread 1)

Module B
(on Thread 1)

T Tube for Multi Threads .
TubeSend() TubeRecv()
Module A Module B

onThreadl) [ [auee - [Pocie[Pacierackei]pocker] | Pl (on Thread 2

GetCancel(),

TubeFlush() Synchronization WaitSockEvent()
Object etc.
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Programming

e C/ C++ Source Codes

« 396,867 Lines (11.5MB)
(including 31,686 comment lines)

« Compiler
* Visual C++ 2008 for Windows Binaries
» gcc (any version) for UNIX and Linux Binaries

* Planning to be Open Source (GPL) in Mid 2013.

* Now translating a lot of comments into English
before releasing the source.
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Connection Setting Name
J. New VPN Connection
vpnl.softether.co.jp

Virtual Network Adapter Name
#® VPN Client Adapte N

SoftEther VPN Client Manager

Status VPN Server Hostname

Connected

Connecti

vpn1.softether.co.jp:443 (Direct TC

Screen Shots

SoftEther VPN Client Manager

Virtual Hub Virtual Network

SoftEther Ne... VPN

tus of vpn1.softether.cojp

ﬂ Status of VPN Session of vpn1.softether.co.jp (Real Time)

Item

VPN Connection Setting Name
Session Status

VLAN ID

Server Name

Port Number

Server Product Name

Server Ver:

Server Build

Connection Started at

First Session was Established at
Current Session was Established at
Number of Established Sessions
Half Duplex TCP Connection Mode
VolP / QoS Function

Number of TCP Connections

<

Security Policy..

Status

vpnlsoftether.cojp
Connection Completed (Session Established)

vpnlsoftether.cojp

TCP Port 443

PacketiX VPN Server 4.0 Pre Release (64 bit)
4.00

Build 8804

No (Full Duplex Mode)
Enabled

2

Server Certificate

1 VPN Sessions ,Tf. SoftEther VPN Client Build 8971

Virtual Network Adapter "VPN" Status

‘m The VPN Connecticn is Established.

Your assigned IP address is 192.168.2.69.

SoftEther VPN Client
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Screen Shots

vpn1l.softether.co.jp - SoftEther VPN Server Manager

Manage VPN Server "vpn1.softether.co.jp”

Virtual Hub Name Status Type Group MAC Tables IP Tables
;‘~‘ BEUING_SEGMENT Online Standalone 12

3 CHINATEST Online Standalone - 0

¥ moosta Online Standalone 2 4

Online Standalone
Online Standalone

[ SoftEther VPN Server / Bridge Easy Setup
Manage Virtual Hub e i View Status Create a Virtual Hub Properties
SoftEther VPN Server / Bridge Easy Setu
Management of Listeners: VPN Server and Network Information and Settings: | 4 / 9 sy P
Listener List (TCP/IP port): By using this setup you can easily setup a SoftEther VPN Server or VPN Bridge for the following use and purpose. After exiting the setup, you can use the
1S sti / ~ Erciyptionsand Netu QQ Clustering Configura VPN Server Manager to freely configure more advanced settings.
Encry =

Port Number Status

Select the type of VPN server you want to build. Multiple types can be selected together.

oy TCP 443 Listening View Server Status @ Clustering Stat
| ¢ TCP 992 Listening == [¥] Remote Access VPN Server

ol TCP 993 Listening About this VPN Server 'ﬁ Show List of The Remote Access VPN Server allows VPN Client computers in remote locations to access
e TCP 1194 Listening ta TCP/IP Connectio ting Ethernet segments, for example company LAN

= e . Clients who is connecting to the VPN Server will be able to access to the network
| eRTCP 3888 Listening 3 ) . - as if they are connected directly and physically to the network.
Beta Version (Pre-release) ; Edit Config

L-{’-i Local Bridge Setting r 3 Switch Setting IPsec / L2TP Setting = OpenVPN / MS-SSTP Se [] site-to-site VPN Server or VPN Bridge

ns-ssrr
Site-to-site VPN is a VPN configuration to connect between two or more remote Ethernet

E ) A s e 3 segments.
L Dynamic DNS Setting VPN Azure Setting Refresh Each of the sites are connected together, and become the same segment at Layer-2 |

enables any computers of each sites to communicate to each other as ifthere is a VPN Server /
Current DDNS Hostname: vpnl.softether.net VPN Azure Hostname: vpnl.vpnazure.net network.
Select the role of this VPN Server:
®) VPN Server that Accepts Connection from Other Sites (Center)

VPN Server or VPN Bridge at Each Site (Edge)

[] other Advanced Configuration of VPN

Select this if you are planning to build a VPN system that provides advanced functions such as a clustering function and a Virtual Layer 3 Switch
function.

Click Next to start Setup. Click Close if you want to exit the setup and manually configure all settings.

SoftEther VPN Server (GUI Config Tools)
35



creen Shots

Local Bndge Settings - MAC Address Table

= The MAC address table database on the Virtual Hub "SoftEther Network” has the following entries.

Local Bridge can establish a Layer 2 bridge connection between a Virtual Hub on this VPN server and a physical
Ethernet Device (Network Adapter). Session Name VLANID  MAC Address Created at Updated at Location
It is also possible to create a tap device (virtual network interface) and establish a bridge connection with a ¥ SID-LOCALBRIDGE-1 00-A0-B0-B5-88-48 2013-02-15 203235 2013-02-19 205135 onvn
Virtual Hub. (Tap is supported on Linux versions only} ¥ SID-LOCALBRIDGE-1 00-A0-DE-82-24-BF 2013-02-15 0827:52 2013-02-19 20:51:39 vpn’
W SID-MATSUMOTO-56 00-AC-2B-D5-C7-F4 2013-02-19 04:31:31 2013-02-19 20:51:39 vpn'
¥ SID-MNAT-29 00-AC-2F-E7-3D-EE 2013-02-17 05:37:38 2013-02-19 20:51:39 vpn'
- T4 - 00-AC-52-0E-23-I 013-02- 22+ 3-02- :51:3 Vi
Numb.. Virtual Hub Name Network Adapter or Tap Device Name Status el S uE oy Sie i SuRLE -
oy ’ - p P — 2 . 8 SID-CHINA-VPN1-34 00-AC-55-29-61-9D 2013-02-17 16226149 2013-02-19 20:51:38 ‘vpn'
-1 SoftEther Network Intel(R) PRO/1000 GT Desktop Adapter (ID=1311763343) Operating W50 LOCALBRIDEE | et L s g »Zn
2 VLAN Intel(R) PRO/1000 PT Desktop Adapter (ID=1739005222) Operating I SID-LOCALBRIDGE-1 00-AC-6D-16-44-0F 2013-02-15 08:53:46 2013-02-19 2051:39 vpn'
¥ SID-SAKURA-6 00-AC-7F-45-A4-1E 2013-02-15 082755 2013-02-19 20,5139 vpn
W SID-SAKURA-31 00-AC-A2-0D-E8-EC 2013-02-17 08:2527 2013-02-19 20:;51:39
¥ SID-YAGI-59 00-AC-D6-EA-E2-1A 2013-02-19 20:50:43 2013-02-19 20:51225
¥ SID-SAKURA-12 00-AC-EB-CF-21-57 2013-02-15 08:29:03 2013-02-19 20:51:39
9 SID-SAKURA-3 00-AC-F1-F7-EA-05 2013-02-15 082754 2013-02-19 20:51:39
B9 SID-BIVPN-36 00-AE-18-20-F4-2A 2013-02-17 22:5740 2013-02-19 20,5139
¥ SID-LOCALBRIDGE-1 00-AE-20-B5-6D-F9 2013-02-15 08:27:57 2013-02-19 20:;51:39
8 SID-LOCALBRIDGE-1 00-AE-2F-02-2C-1A 2013-02-15 2 2013-02-19 20:51:37
¥ SID-LOCALBRIDGE-1 00-AE-85-60-53-08 2013-02-19 20:51:39
¥ SID-LOCALBRIDGE-1 00-AE-8C-FF-98.57 > 2013-02-19 20:5139
VLAN Transparency Setting Tool Delete Local Bridge I8 SID-LOCALBRIDGE-1 00-AE-A8-D9-32-6E 2013-02-15 085218 2013-02-19 205139
¥ SID-BIVPN-36 00-AE-AB-21-71-46 2013-02-17 22:57:34 2013-02-19 20:51:39
<

New New Local Bridge Definition:
Refresh

{ éd Select the Virtual Hub to bridge.

Virtual Hub: Okkota

Select the Ethernet device (network adapter) for the bridge destination.
Edit Virtual Layer 3 Switch *L3_SW1"

LAN Adapter: | WAN [Broadcom NetXtreme Gigabit Ethernet Driver (I 004905260)] ! defie multiple viual inteioces and routing tables on s Virtua Ly
BRIDGE [Intel(R) PRO/1000 GT Desktop Adapter (ID=1311763343)] T ———— ’ e emcers

LAN [Intel(R) Gigabit CT Desktop Adapter (ID=0252506216)] emo  Cantents New (g o

Note: It is possible to establis [intelfR) Glgabit CT:Desktop-Adapter { = e s —

but in high load environmentg VLAN [Intel(R) PRO/1000 PT Desktop Adapter (ID=1739005222)] s e & 5| [N

for bridging. \ [Broadcom NetXtreme Gigabit Et et Driver (ID=2004905260)] : 4 Enabl

Enab

Enable
Enadle

If a network adapter doesn't appear which is recently added on the system recently, reboot the
computer and re-open this screen.
] Delete Virtus! interace
Enavle sakur Routing Table:

otk Address Gatemay Address

Ada Routig Table Entry
Note: P packets that did not match any access list e Routiog Thte ¢

A lot of VPN Server Setting Screens (total 70+ dialogs)




Screen Shots

IPsec / L2TP / EtherlP / L2TPv3 Settings
IPsec / L2TP / EtherIP / L2TPv3 Server Settings

Virtual Hubs on the VPN Server can accept Remote-Access VPN connections from L2TP-compatible PCs, Mac OS
and also can accept EtherlP / L2TPv3 Site-to-Site VPN Connection.

L2TP Server (Remote-Access VPN Server Function)

VPN Connections from Smartph: e iPhone, iPad and Android, and also from
built-in VPN Clients on Mac OS X and Windows can be accepted.

[¥] Enable L2TP Server Function (L2TP over IPsec) . .

Make VPN Connections from iPhone, iPad, Android, Windows, and

It supports special VPN Clients which uses L2TP with no IPsec encryption.

\) Users should specify their username such as "Username@Target Virtual Hub Name™ to connect this L2TP Server.

If designation of a Virtual Hub is omitted, the below Hub will be used as the target.

Default Virtual Hub in a case of omitting a name of Hub on the Usernam SoftEther Network

EtherlIP Server Function (Site-to-Site VPN Connection)
Router products which are compatible with EtherlP 3 over IPsec can connect to Virtual Hub on
the VPN Server and establish La ( ) Bridging.

i i aluiln

[¥] Enable EtherlP / L2TPv3 over IPsec Server Function EtherlP / L2TPV3 Detail Settings ]

IPsec Common Settings
IPsec Pre-Shared Keys: | vpn

IPsec Pre-Shal

Keys are also called "
ASCI

e or “Secri
racters, and let all VPN users know.

. Specify it with almost eight

L2TP / L2TPv3 / EtherIP

and Smartphones,

lac OS X acceptable. @
[¥] Enable L2TP Server Function (Raw L2TP with No Encryptions)

OpenVPN / MS-SSTP Settings
.= | OpenVPN / MS-SSTP VPN Clone Server Function Settings
OpenVPN Clone Server Function
This VPN Server h: ( ctions of OpenVPN software
products by OpenVPN Technologies, Inc.

Any OpenVPN Clients can connect to this VPN Server.

SoftEther VPN
[]iEnable OpenVPN Clone Server Fundion;

rver

UDP Ports to Listen for OpenV|

1194, 1195 Restore Default

Multiple UDP ports can be specified with splitting by space or comma letters.
OpenVPN Server Function also runs on TCP ports. Any TCP ports which are defined as listeners on the VPN Server accepts OpenVPN
Protocol respect and equally.

Sample File Generating Tool for OpenVPN Clients

Making a OpenVPN Client configuration file is a it job. You can use this tool to generate an appropriate OpenVPN Client
configuration file. The generated configuration sample can be used immediat:

Generate a Sample Configuration File for OpenVPN Clients
Microsoft SSTP VPN Clone
This VPN Server has the clone functions of MS-SSTP VPN Server
which is on Windows Serve 8/201 icrosoft Corporation. y"‘"";"; -
Built-in SSTP Clients on V /i RT can connect ota T

S r.

er Func

SoftEther VPN
Server

h to the hostname specified on the client, and e ————%
that certificate must be in the trusted list on the client. For details gl‘f' """ MS-SSTP VEN
refer the Microsoft's documents. it

The manner to specify a username to connect to the Virtual Hub,
and the selection rule of default Hub by using these clone server Psec Server Confi . c
functions are same to the IPsec Server functions. IBsecServer Configuration ancel

OpenVPN (L2 & L3) / SSTP
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Screen Shots

VPN over ICMP / DNS Function Settings

;}ﬂ VPN over ICMP / DNS Function

VPN over ICMP / DNS Function

You can establish a VPN only with ICMP or DNS packets even if there is a firewall or routers which blocks TCP/IP
communications. You have to enable the following functions beforehand.

[¥] Enable VPN over DNS Server Function (Uses UDP Port 53)

T4ne 4o

Use Ping / DNS Packets to
Establish a VPN Tunnel.

Outbound

o VPN over ICMP
VPN over DNS

ons Header || VPN Payload

Warning: Use this function for emergency only. It is helpful when a firewall or router is misconfigured to blocks TCP/IP,
but either ICMP or DNS is not blocked. It is not for long-term stable using.

Requires VPN Client / VPN Bridge internal version 4.0 or greater. ‘ Cancel

Ethernet over DNS, Ethernet over ICMP
(Enjoy your Wi-Fi Life!)
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Screen Shots

=1 SoftEther VPN Setup Wizard (Version 1.00.8971)

Welcome to the SoftEther VPN Setup Wizard

Extremely Powerful Free VPN Software.
SoftEther VPN is freeware developed at University of Tsukuba, Japan. High-performance

VPN with the ultimate compatibilities to many devices. Windows, Mac, smartphones, tabl = -
(iPhone, iPad, Android, Windows RT) and Cisco or other VPN routers are supported. - SOREICUVER Selip Wizaid (Versson i 08310
SoftEther VPN also accepts OpenVPN and MS-SSTP VPN clients.

Setup is in Progress

<, SoftEther VPN

e The setup of SoftEther VPN Server is in progress.
L5 Please wait...

Setting a security on "C:\Program Files\SoftEther VPN Server\vpn_server.config” ..

Beautiful Installer for SoftEther VPN
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Screen Shots

‘— [~ SoftEther VPN Setup Wizard (Version 1.00.8971)

Select a Setup Mode

SoftEther VPN can be installed by one of two methods.
Please select the System Mode normally.

If you cannot use the administrator privilege for some reasons, you can select the User Mode to continue
the installation.

ﬁ@ #' () system Mode [Recommended)

Install the VPN software to this computer normally. The administrator privilege is
required.

Install the VPN software with the normal user privilege. No administrator privilege is
required. Some functions such as Local Bridge will be disabled. Runs only the user
"yagi” is logged on Windows.

User-Mode Install Option
(System Admins will be Surprised!) 40



Screen Shots

vpn1.softether.co,jp - SoftEther VPN H—){—BIEIYR—v

) ’_f‘—*‘, VPN Server “vpnl softether.co.jp” OEE
SoftEther VPN Setup Wizard (Version 1.00.8971) =2

SoftEther VPN: Configure the Display Language

The current display language is : TS -
-I BEOE / EEBNET Eng[lSh LEngllSh}‘

This software supports the following display languages. Select one and click Next
F— RUET. 1 D8BRU. (RN 20V

! . #hi'Eep
® Japanese ) . #hfEe

4 . hiep
- Simplified Chinese (E[{&H137) hpect
It will be applied on both the Uls on software and the filenames of icons in the Start Menu. ' Y.y ”
VT RS POEESEOEN. 5— b ; SER OLES = - 2 &H VPN Server “vpnl.softether. co.

B HUB zal) MAC 3
12

vpn1.softether.co.jp - SoftEther VPN Server 3225

Cancel

pEEm e © || Bio || me

. HERE W
et &

NS &% Q VEN Azure 3§ iR oD

LF DONS EH4: vpnl.softether.net VPN Azwre F4#143: vpnl.vpnazure.net

Multi-languages Support




Evaluation

1. Functional Tests
e Self Test
e Beta Test

2. Performance Tests
* Simple throughput test
« Comparison to existing methods
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il KDDI 3G [T 23:19 @ | 58% E=
o[ @ %

&+ Connect VPN Connection

VPN

Status Connected: 0:01 >

Location: Automatic

o VPN is connected

Cancel VPN Connection § s comc
Choose a Configuration... Session: vpn Sy . .

 Thund__.thernet

Default

Duration: 00:00:43 Bluetooth PAN
ven User name: vpn
Customn Sent: 84104 bytes / 993 2 € [vpn
packets Password: 7 > saved passwi re] Authentication Settings
Add VPN Configuration... Received: 1302365 bytes / 1133 oo Dlsconnec
'omain:
packets 2
V| Save this user name and password for the following users:
Cancel Disconnect o Me only
-  Show VPN status in menu bar Advanced... | 7
event further changes. Assist me.
o (! =

ON Android Windows Mac OS X

SSTP

NEel'S

. Connect to a Workplace

Connections
VPN Connection Connected 9%° s
Network Limited {J
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~ OpenVPN Connection (vpngate_gateadt.opengw.net_tcp_443)
Current State: Connecting

Mon Feb 11 19:59:34 2013 OpenVPN 2.3.0i686-w64-mingw32 [SSL (OpenSSL)] [LZO] [PKCS11] [eurephia] [IF

Mon Feb 11 19:59:34 2013 MANAGEMENT: TCP Socket listening on [AF_INET]127.0.0.1:25340

Mon Feb 11 15:55:34 2013 Need hold release from management interface, waiting...

Mon Feb 11 19:59:35 2013 MANAGEMENT: Client connected from [AF_INET]127.0.0.1:25340

Mon Feb 11 19:58:35 2013 MANAGEMENT: CMD ‘state on’ Al KDDI 3G @ 0:10 @ 3 82%
Mon Feb 11 19:58:35 2013 MANAGEMENT: CMD 1log all on'

Mon Feb 11 19:59:35 2013 M —
Mon Feb 11 19:59:35 2013 M{ OPENVPN = User Authentication

o (D o @

Usemame: vpn =
() openven connect ($) OpenVPN Connect

Password: eoe

— OpenVPN Profile: BN, gatea2t.opengw.net/vpngate. ...

55 Autologin profile

+/ | Connected
0 OpenVPN: Connected .

DN
Disconnect I :

Connection Details

Connection stats:

Duration 0:02:33 Duration 0:00:02
®006 vpn: Connected (0:18) - Tunnelblick Packet received <1 second ago

L B a4 [i] O Bytes in 11.65 MB
Configurations Appearance Preterences | info Bytes out 541.61 KB Bytes In 4.56 KB

Bytes Out 904

Packet received < 1 second ago

Configurations vpn: Connected (0:18) 0 nnection infO'
on | :

0 Settings IPv4 10.211.1.1
a0d net T28.U.UUT gateway TUZTT.T.2 Server gateadt.opengw.net More from Ope nVPN

2013-02-12 00:43:39 Initialization Sequence Cc -

2013-02-12 00:43:39 MANAGEMENT: >STATE:1360597419,CONNECTED,SUCCESS, Server IP- 114.182.154.166 Technologies...

10.211.1.1,114.184.98.5 Port 443

2013-02-12 00:43:39 *Tunnelblick client.up.tunnelblick.sh: Retrieved name server(s)

[10.211.254.254 8.8.8.8 ] and WINS server(s) [ ] and using default domain name [ openvpn ] 0

2013-02-12 00:43:39 *Tunnelblick client.up.tunnelblick.sh: Up to two 'No such key' warnings are Protocol ~ TCPv4 Your Secure and Private Path to >
normal and may be ignored

2013-02-12 00:43:39 *Tunnelblick clientup tunnelblick sh: Saved the DNS and WINS Tap for le eta the Internet

configurations for later use

2013-02-12 00:43:39 *Tunnelblick client.up.tunnelblick.sh: Set up to monitor system configuration

i i i ) kﬂ VPN Solution for your Business
Your Secure and Private Path

Copy Log to Clipboard to the Internet

S OO =

Disconnect




L

A ,
""'“' 'a'::tu—'uwu" v

...........
............

...................

L2TPv3: Cisco IOS, IJ SEIL
EtherlP: NEC IX

2TPv3/IPsec, EtherlP/IPsec
j |

- N
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Results of Self Functional Tests
VPN Protocol | VPN Client Software / Device | Results

IPhone (i0S 4., 5.x, 6.X)
iIPad (10S 4.x, 5.x, 6.X)
L2TP/IPsec Android (2.x, 3.x, 4.X)
Windows XP, Vista, 7, 8, RT
Mac OS X (10.6, 10.7, 10.8)
SSTP Windows Vista, 7, 8, RT
OpenVPN (L3) Windows, Linux, Mac, iPhone, Android
Cisco 892)
L2TPv3/IPsec
Cisco 1812)J

EtherIP/IPsec NEC IX2015

vV
vV
vV
vV
vV
vV
4
4
4
4
4

OpenVPN (L2) OpenVPN 2.2 for Windows, Linux




Results of Beta Tests

Number of Beta Testers

4 007 Users on
Jan 09, 2013.

9/1/2012

9/8/2012
9/15/2012
9/22/2012
9/29/2012
10/6/2012
11/3/2012
12/1/2012
12/8/2012

1/5/2013

10/13/2012
10/20/2012
10/27/2012
11/10/2012
11/17/2012
11/24/2012
12/15/2012
12/22/2012
12/29/2012

Beta Tester Countries
38 1296109

Japan PRC u.s. Korea ® Taiwan

HongKong ® Singapore ® Malaysia ®Iran B Others




Achievement
_

Microsoft
%
Mac OS X
Server
OpenVPN

Cisco IOS \/
NECIX

Router OS

I SEIL

Router OS

SoftEther
VPN (Old)

SoftEther
VPN (New)




Computer
CPU

RAM
Chipset
NIC #1, #2

Performance Tests

Fujitsu PRIMERGY TX100 S3 (3 Pieces)

Intel Xeon E3-1230 3.2GHz 8M

16GB (4GB 1333MHz DDR3 ECC CL9 DIMM x 4)

Intel C202
Intel 10 Gigabit CX4 Dual Port Server Adapter

Windows Server 2008 R2 x64
Windows Server 2003 R2 x64 (for OS abstraction-layer performance tests)
Linux 2.6.32 x64 (for OS abstraction-layer performance tests)




Target Protocols

e SoftEther VPN Protocol
o . 2TP/IPsec

*SSTP

*OpenVPN (L3)
*OpenVPN (L2)
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Test 1.
Each Protocol (Solo)

Our Implementation vs. Vendor's Original Implementation
for L2TP "l m Microsoft KeEsi
for SSTP -
9 VPN @ for OpenVPN

RN SoftEther VPN

Examples (for SSTP)

Microsoft’s SSTP-VPN Implementation Our SSTP-VPN Implementation

Microsoft’s SSTP-VPN Implementation Our SSTP-VPN Implementation

PC-to-PC VPN PC-to-LAN VPN 51



1,200 Mbps
1,000 Mbps
800 Mbps
600 Mbps
400 Mbps
200 Mbps
0 Mbps

Test 1 Results (PC-to-PC)

Original VPN Software v.s. SoftEther VPN Server 4.0 (1 VPN Protocol, PC to PC)

974.8

Microsoft 9..’;" =

L2TP
By Original VPN Software

664.3 7798

89.8 86.4

Microsoft 1) PENVPN
SSTP OpenVPN (L3)

By SoftEther VPN Server 4.0

80.0 85.8

=

OpenVPN (L2)
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1,200 Mbps
1,000 Mbps
800 Mbps
600 Mbps
400 Mbps
200 Mbps
0 Mbps

Test 1 Results (PC-to-LAN)

Original VPN Software v.s. SoftEther VPN Server 4.0 (1 VPN Protocol, PC to LAN)

980.0

593.7 614.0

Microsoft 9..’;" =

L2TP
By Original VPN Software

715.1737.8

76.6 89.8

Microsoft D PENVPN

SSTP OpenVPN (L3)
By SoftEther VPN Server 4.0

83.8 90.1

OpenVPN (L2)
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Test 2.
Combination of 2 Protocols

Our Implementation (New) vs. Mixture of 2 VPN Programs (traditional)

i

——

)v/ VS. + Mixture )v
SoftEther VPN VPN M|xture SoftEther VPN

Solo

Example (for SSTP+OpenVPN L3)

SoftEther VPN Server
D >
NIC #

Compare NIC #1

OpenVPN Client OpenVPN Client

SSTP VPN Client | MG (L3 Mode) SSTP VPN Client | S (L3 Mode)
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Combination Matrix

No.| Protocol 1 Protocol 2 Bridge / Routing
SEVPN L2TP/IPsec IP Routing
SEVPN SSTP IP Routing
SEVPN OpenVPN_L3 IP Routing
SEVPN OpenVPN_L2 Ethernet Bridging
L2TP/IPsec SSTP IP Routing

L2TP/IPsec OpenVPN_L3 IP Routing
L2TP/IPsec OpenVPN_L2 IP Routing
SSTP OpenVPN_L3 IP Routing
SSTP OpenVPN_L2 IP Routing
OpenVPN_L3 OpenVPN_L2 IP Routing

O 00 NN O U1l b W N KL

=
-

Total 10 Tests oo



1,200 Mbps

1,000 Mbps

800 Mbps

600 Mbps

400 Mbps

200 Mbps

0 Mbps

Test2 Results (Throughput)

SEVPN+L2TP

SEVPN+SSTP

Original VPN Software v.s. SoftEther VPN Server 4.0 (2 VPN Protocols)

834 86.6 83.6 86.6

SEVPN+OVPNL3 SEVPN+OVPNL2 L2TP+SSTP

By Combination of Two Original VPN Software

80.2 84.1 82.9 86.6 83.8 879

L2TP+OVPNL3 L2TP+OVPNL2 SSTP+OVPNL3

By SoftEther VPN Server 4.0 Standalone

82.7 87.3 86.0 88.0

SSTP+OVPNL2 OVPNL3+OVPNL2
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Test2 Results
(Percentage of Improvement)

Percentage of Improvement

111.2% 9
6 108.1% 103.8% 103.5% 109.9% 104.9% 104.4% 104.9% 105.5% 102.3%

----lllll.l.-------------------------------------------------I-------lll.lll-------I-------I------I-------I-----
(]

SEVPN+L2TP SEVPN+SSTP SEVPN+OVPNL3  SEVPN+OVPNL2 L2TP+SSTP L2TP+OVPNL3 L2TP+OVPNL2 SSTP+OVPNL3 SSTP+OVPNL2  OVPNL3+OVPNL2
B SEVPN+L2TP SEVPN+SSTP SEVPN+OVPNL3 SEVPN+OVPNL2 ®L2TP+SSTP
W L2TP+OVPNL3 B L2TP+OVPNL2 B SSTP+OVPNL3 B SSTP+OVPNL2 B OVPNL3+OVPNL2

5/



Test 3. Evaluation of
OS-Abstraction Layer

4.1.1. SEVPN RC4 PC-to-PC OS Comparison (Throughput)
2,500 Mbps

2,000 Mbps
1,500 Mbps
951 929 941 10371021 979 109411047011
1,000 Mbps
500 Mbps
0 Mbps - — - || - ||

Download Upload Both

B SEVPN RC4 (PC-to-PC) by SoftEther VPN on WinServer2003 R2
M SEVPN RC4 (PC-to-PC) by SoftEther VPN on WinServer2008 R2
SEVPN RC4 (PC-to-PC) by SoftEther VPN on Linux 2.6.32

4.1.5. L2TP PC-to-PC OS Comparison (Throughput)
2,500 Mbps

2,000 Mbps
1,500 Mbps
1,000 Mbps
s00Mbps 372 387 327 354 381 994 367 392 303
0Mbps e . I
Download Upload Both

B L2TP (PC-to-PC) by SoftEther VPN on WinServer2003 R2
B L2TP (PC-to-PC) by SoftEther VPN on WinServer2008 R2
L2TP (PC-to-PC) by SoftEther VPN on Linux 2.6.32

4.1.3. SEVPN RC4 PC-to-LAN OS Comparison (Throughput)
2,500 Mbps

2,000 Mbps

1,500 Mbps

1106 5.0 915 1,0331,0421,041  1,0881,048 9g7

1,000 Mbps

500 Mbps
~ Al HEE HE
Download Upload Both

B SEVPN RC4 (PC-to-LAN) by SoftEther VPN on WinServer2003 R2
B SEVPN RC4 (PC-to-LAN) by SoftEther VPN on WinServer2008 R2
SEVPN RC4 (PC-to-LAN) by SoftEther VPN on Linux 2.6.32

4.1.6. L2TP PC-to-LAN OS Comparison (Throughput)
2,500 Mbps
2,000 Mbps
1,500 Mbps
1,000 Mbps

630 645 o, 620 583 581 706 673
500 Mbps

owip 1 N I
Download Upload Both
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B L2TP (PC-to-LAN) by SoftEther VPN on WinServer2003 R2
B L2TP (PC-to-LAN) by SoftEther VPN on WinServer2008 R2
L2TP (PC-to-LAN) by SoftEther VPN on Linux 2.6.32




Conclusions #1

* This Research Designs and Implements a New
VPN Server Program.

 Supports 7 VPN Protocols.

 SoftEter VPN, L2TP over IPsec, SSTP, OpenVPN (L3, L2),
EtherIP over IPsec and L2TPv3 over IPsec.

The World’s First VPN Server Program for Support All of
Above VPN Protocols.

 Runs on Windows, Linux, Mac, FreeBSD and Solaris.

 Unified Management, Security, User-auth and
[P Address Assignment.
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Conclusions #2

* Results of Performance Tests show:

» Generally better throughputs,
compare to Microsoft and OpenVPN's
implementations.

* Overheads of combination of different VPN
protocols are reduced.
(Performance Improvements: 102.3% - 111.2%)

» OS Abstraction Layer works well.

00



Future Works

* More Improvements of Performance.

* Additional VPN Protocols.
e IKEv2, PPTP and IPsec Tunnel Mode

 Release as Open-Source Software (GPL license).

« “SoftEther VPN", http://www.softether.org/
Estimated release date: by end of March 2013.
(First, close-source with binaries. Translate all

Japanese comments to English and release it in
middle 2013.)

 Enable third-Developers to Add More VPN
Protocol Modules Easily.

ol
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